1 



Appln No. 09/440,148 

Amdt date August 25, 2003 

Reply to Office action of April 24, 2003 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and 
listings, of claims in the application: 

Listing of Claims; 



Claim 1. (Previously Amended) A metrics server in an intranet 
comprising: 

a\network interface device configured to non-intrusively 
measure Vetwork traffic transferred in and out of an intranet 
for at least one connection, the at least one connection being a 
logical patfc from a specific source to a specific destination, 
the intranet\ being a network accessible only by authorized 
users; and \ 

a processoX coupled to the network interface device and 
configured to generate performance metrics for a predetermined 
measurement time in\erval using the measured network traffic for 
the at least one connection. 

Claim 2. (Original\ The metrics server of claim 1 wherein 
the at least one connection is delimited by a first packet from 
the specific source to tfte specific destination and a last 
packet from the specific souAe to the specific destination. 

Claim 3. (Original) The metrics server of claim 2 wherein 
the specific source is identif ied\by a source Internet Protocol 
address in the first packet and \he specific destination is 
identified by a destination Internet Protocol address in the 
first packet for the at least one connection. 
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C^im 4. (Original) The metrics server of claim 3 wherein 
the specific source is the metrics server and the specific 
destination is at least one client outside the intranet and the 
measured network traffic includes packets being transferred 
between the Vetrics server and the at least one client. 

Claim 5. \( Original) The metrics server of claim 3 wherein 
the specific destination is at least one client outside the 
intranet and the\specific source is at least one server in the 
intranet and the irteasured network traffic includes packets being 
transferred betweem the at least one server and the at least one 
client. \ 

Claim 6. (Original) The metrics server of claim 4 wherein 
the network interface device is further configured to filter the 
measured network traffi\ such that only header information 
contained within the packets being transferred are captured by 
the network interface devic^ 

Claim 7. (Original) The metrics server of claim 6 further 
comprising a memory coupled to \he network interface device and 
the memory stores the measured neuwork traffic. 

Claim 8. (Previously Amended) VThe metrics server of claim 
7 wherein the memory further storesXan active connection table 
containing entries for the at leas\ one connection that is 
active during the predetermined measurement time interval and an 
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entry is deleted from memory when the at least one connection 
for the entry is inactive when the predetermined measurement 
time interval expires. 

Claim 9. (Original) The metrics server of claim 8 wherein 
the processor is further configured to update the active 
connection^ table based on the measured network traffic and the 
predetermined measurement time interval. 

Claim 10. \original) The metrics server of claim 9 wherein 
the processor Yi_s further configured to accumulate the 
performance metric^ generated for the at least one connection 
that extends pass tnte predetermined measurement time interval. 

Claim 11. (Original) The metrics server of claim 10 wherein 
the processor configured to generate performance metrics 
includes the determination of source and destination Internet 
Protocol addresses and tiraestamp information of the packets 
captured within the predetermined measurement time interval. 

Claim 12. (Previously Amended) A metrics server in an 
intranet comprising: \ 

a network interface device configured to non-intrusively 
measure network traffic transferred \in and out of an intranet 
for at least one connection, the at least one connection being a 
logical path from a specific source to a ^specific destination; 

a processor coupled to the network\ interface device and 
configured to generate performance metrics\for a predetermined 
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Measurement time interval using the measured network traffic for 
th^at least one connection; 

^herein the at least one connection is delimited by a first 
packet\ from the specific source to the specific destination and 
a last\ packet from the specific source to the specific 
destination; 

where:m the specific source is identified by a source 
Internet Protocol address in the first packet and the specific 
destination is^ identified by a destination Internet Protocol 
address in the i^rst packet for the at least one connection; 

wherein the Vpecific source is the metrics server and the 
specific destination is at least one client outside the intranet 
and the measured Vetwork traffic includes packets being 
transferred between tne metrics server and the at least one 
client; \ 

wherein the network interface device is further configured 
to filter the measured network traffic such that only header 
information contained within me packets being transferred are 
captured by the network interf ace\device; 

a memory coupled to the netwsurk interface device and the 
memory stores the measured network traffic; 

wherein the memory further stored an active connection 
table containing entries for the at least one connection that is 
active during the predetermined measurement tiine interval; 

wherein the processor is further configured to update the 
active connection table based on the measured network traffic 
and the predetermined measurement time interval; ^ 
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wherein the processor is further configured to accumulate 
the performance metrics generated for the at least one 
connection\that extends pass the predetermined measurement time 
interval; \ 

wherein Vhe processor configured to generate performance 
metrics included the determination of source and destination 
Internet Protocol^ addresses and timestamp information of the 
packets captured \ithin the predetermined measurement time 
interval ; and \ 

wherein the predetermined measurement time interval is one 
minute . \ 

Claim 13. (Original) The Retries server of claim 12 wherein 
the network interface devicX is further configured to 
intrusively measure network trafric transferred in and out of 
the intranet for the at least one connection for the generation 
of a specific performance metric. \ 

Claim 14. (Previously Amended) A measurement infrastructure 
comprising: \ 

a plurality of clients outside an intranet, the intranet 
being a network accessible only by authorized usets; 

at least one server inside the intranet coupled to the 
plurality of clients outside the intranet; and \ 

a metrics generator coupled to the at least one server, the 
metrics generator is configured to non-intrusively measure 
network traffic being transferred in and out of the at leasts one 
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server and to generate performance metrics from the network 
traffic measured. 

Claim 15. (Original) The measurement infrastructure of 
claim Vi wherein the network traffic measured by the metrics 
generator\ includes packets being transferred for at least one 
connections the at least one connection being a logical path 
from the metrics server to one of the plurality of clients 
outside the iirtranet. 

Claim 16. (Original) The measurement infrastructure of 
claim 15 wherein ^he performance metrics generated by the 
metrics generator jNb for a predetermined measurement time 
interval using the measured network traffic for the at least one 
connection. \ 

Claim 17. (Previously Wended) A measurement infrastructure 
comprising : \ 

a plurality of clients outside an intranet, the intranet 
being a network accessible only W authorized users; and 

a first metrics server inside the intranet coupled to the 
plurality of clients and configured to non-intrusively measure 
network traffic being transferred in amd out of the intranet and 
to generate performance metrics ba seek on the network traffic 
measured. \ 

Claim 18. (Original) The measurement \ infrastructure of 
claim 17 wherein the network traffic measured by the first 
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metrics server includes packets being transferred for at least 
one^first connection, the at least one first connection being a 
logical path from the first metrics server to one of the 
pluralit\ of clients outside the intranet. 

Claim W. (Original) The measurement infrastructure of 
claim 18 wherein the performance metrics generated by the first 
metrics serverXis for a predetermined measurement time interval 
using the measu^d network traffic for the at least one first 
connection. \ 

Claim 20. (OrigiVal) The measurement infrastructure of 
claim 19 further comprising a second metrics server that is 
configured to non-intr^sively measure network traffic being 
transferred in and out\ of the intranet and to generate 
performance metrics based omthe network traffic measured. 

Claim 21. (Original) The\ measurement infrastructure of 
claim 2 0 wherein the network Vraffic measured by the second 
metrics server includes packets Joeing transferred for at least 
one second connection, the at leas\ one second connection being 
a logical path from the second meqrics server to one of the 
plurality of clients outside the intranet. 

Claim 22. (Original) The measurement infrastructure of 
claim 21 wherein the performance metrics generated by the second 
metrics server is for a predetermined measurement time interval 
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usingV the measured network traffic for the at least one second 
connecMon. 

Claim\23 . (Original) The measurement infrastructure of 
claim 22 Vherein the first metrics server distributes 
performance metrics generated by the first metrics server to the 
second metrics sferver in the intranet. 

Claim 24. (Original) The measurement infrastructure of 
claim 23 wherein \the second metrics server distributes 
performance metrics generated by the second metrics server to 
the first metrics server Vn the intranet. 

Claim 25. (Previously Amended) A measurement infrastructure 
comprising a plurality of clients outside an intranet; 

a first metrics server inside the intranet coupled to the 
plurality of clients and confic^red to non-intrusively measure 
network traffic being transferred Vn and out of the intranet and 
to generate performance metrics biased on the network traffic 
measured; \ 

wherein the network traffic measured by the first metrics 
server includes packets being transferred for at least one first 
connection, the at least one first connection being a logical 
path from the first metrics server to oi^e of the plurality of 
clients outside the intranet; \ 

wherein the performance metrics generated by the first 
metrics server is for a predetermined measurement time interval 
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basing the measured network traffic for the at least one first 
connection; 

\ second metrics server that is configured to non- 
intrusiVely measure network traffic being transferred in and out 
of the irrtranet and to generate performance metrics based on the 
network traffic measured; 

wherein \he network traffic measured by the second metrics 
server includes^ packets being transferred for at least one 
second connection^ the at least one second connection being a 
logical path from \the second metrics server to one of the 
plurality of clients outside the intranet; 

wherein the performance metrics generated by the second 
metrics server is for a predetermined measurement time interval 
using the measured network \raf f ic for the at least one second 
connection; \ 

wherein the first metrics\ server distributes performance 
metrics generated by the first Retries server to the second 
metrics server in the intranet; \ 

wherein the second metrics server* distributes performance 
metrics generated by the second metri\s server to the first 
metrics server in the intranet; and \ 

wherein the distributed performance mVtrics includes only 
the performance metrics generated by the fi\st metrics server 
and the second metrics server that are different from any 
previously distributed performance metrics by thew first metrics 
server and the second metrics server. \ 
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6laim 26. (Original) The measurement infrastructure of 
claim wherein the performance metrics generated by the first 
and second metrics servers are distributed on a predetermined 
periodic basis. 

Claim 27 . V Previously Amended) A measurement infrastructure 
comprising: \ 

a plurality c^f clients outside an intranet; 

a first metric\ server inside the intranet coupled to the 
plurality of clients ^nd configured to non-intrusively measure 
network traffic being transferred in and out of the intranet and 
to generate performance\metrics based on the network traffic 
measured; \ 

wherein the network traffic measured by the first metrics 
server includes packets being \ransf erred for at least one first 
connection, the at least one first connection being a logical 
path from the first metrics servV to one of the plurality of 
clients outside the intranet; \ 

wherein the performance metricte generated by the first 
metrics server is for a predetermined Vieasurement time interval 
using the measured network traffic for\the at least one first 
connection; \ 

a second metrics server that is \configured to non- 
intrusively measure network traffic being transferred in and out 
of the intranet and to generate performance metrics based on the 
network traffic measured; \ 

wherein the network traffic measured by the \second metrics 
server includes packets being transferred for at least one 
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second connection, the at least one second connection being a 
logical path from the second metrics server to one of the 
plurality of clients outside the intranet; 

wherein the performance metrics generated by the second 
metrics server is for a predetermined measurement time interval 
using the measured network traffic for the at least one second 
connection; \ 

wherein the \f irst metrics server distributes performance 
metrics generated dv the first metrics server to the second 
metrics server in the\ntranet; 

wherein the seconcK metrics server distributes performance 
metrics generated by they second metrics server to the first 
metrics server in the intranet; 

wherein the performance Vetrics generated by the first and 
second metrics servers are distributed on a predetermined 
periodic basis; and \ 

wherein the predetermined periodic basis is one minute 
after performance metrics have been xgenerated by the first and 
second metrics servers. \ 

Claim 28. (Previously Amended) A naethod of providing 
network performance metrics using an intrvanet, the intranet 
having at least one server, the method comprising: 

non-intrusively measuring network traffic between at least 
one server in an intranet and at least one client outside the 
intranet, the intranet being a network accessible only by 
authorized users; and 
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gfej^erating performance metrics from the network traffic 
measured Toetween the at least one server and the at least one 
client with\n a predetermined measurement time interval. 

Claim 29 . Voriginal) The method of providing network 
performance metNrics of claim 28 wherein the non-intrusive 
measurement of neWork traffic and the generation of performance 
metrics are performed by the at least one server. 

Claim 30. (Originkl) The method of generating network 
performance metrics ok claim 29 wherein the non-intrusive 
measurement of network uraffic includes copying packets being 
transferred between the at Ueast one client and the at least one 
server to a memory buffer of >the at least one server. 

Claim 31. (Original) The ynethod of generating network 
performance metrics of claim 30 \further comprising intrusively 
measuring network traffic between \the at least one server and 
the at least one client in an intranet. 

Claim 32. (Original) The method \of generating network 
performance metrics of claim 31 wPSerein the intrusive 
measurement of network traffic includes injtecting and monitoring 
probing packets that are transferred betweek the at least one 
server and the at least one client outside the \ntranet . 

Claim 33. (Original) The method of generating network 
performance metrics of claim 32 further comprising\distributing 
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performance metrics generated by the at least one server to 
anotfaer at least one server inside the intranet. 

Claim 34. (Previously Amended) A method of providing 
network performance metrics using an intranet, the intranet 
having at least one server, the method comprising: 

non-intrWsively measuring network traffic for at least one 
connection, thea at least one connection being a logical path 
between at least\one server inside an intranet and at least one 
client outside tne intranet, the intranet being a network 
accessible only by c^ithorized users; 

generating performance metrics from the network traffic 
measured based on me at least one connection within a 
predetermined measuremerrt time interval; and 

accumulating the generated performance metrics for the at 
least one connection \hat remains active beyond the 
predetermined measurement timfe interval. 

Claim 35. (Original) The Vnethod of generating network 
performance metrics of claim 34 fiurther comprising distributing 
performance metrics generated. \ 

Claim 36. (Original) The methoci of generating network 
performance metrics of claim 35 furtheu: comprising intrusively 
measuring network traffic for the at leasV one connection. 
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\ Claim 37. (Previously Amended) A method of providing 
network performance metrics using an intranet, the intranet 
having\at least one server, the method comprising: 

examining packets being transferred during a plurality of 
connections , such that each connection of the plurality of 
connections \is a logical path between at least one server in the 
intranet and\at least one client outside the intranet, the 
intranet being \ network accessible by authorized users; 

generating performance metrics from the examined packets 
for the pluralit]X of connections upon the expiration of a 
predetermined measurement time interval; 

accumulating performance metrics from the generated 
performance metrics forV:he plurality of connections for each of 
the plurality of connections that remain active beyond the 
predetermined measurement tYme interval; 

creating a record for ^ach connection of the plurality of 
connections that are active ouring a predetermined . measurement 
time interval; and \ 

deleting each created record corresponding to each 
connection of the plurality of connections that becomes inactive 
when the predetermined measurement toVe interval expires . 

Claim 38. (Original) The method \ of generating network 
performance metrics of claim 37 further Ncomprising distributing 
performance metrics generated and accumulated upon the 
expiration of a predetermined measurement time interval. 
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Ci^aim 39. (Original) The method of generating network 
performance metrics of claim 38 further comprising continuing to 
examine pfeckets and generate, accumulate and distribute 
performance \netrics for a plurality of successive predetermined 
measurement tiVte intervals. 

Claim 40. (nW) The metrics server of claim 1 wherein the 
network interface Vlevice is further configured to intrusively 
measure network traffic transferred in and out of the intranet 
for the at least one connection for the generation of a specific 
performance metric. \ 

Claim 41. (New) Tire method of structuring network 

performance metrics of claiiK 28 further comprising intrusively 
measuring network traffic between the at least one server and 
the at least one client in an inVranet . 

Claim 42 . (New) The metnfcd of generating network 

performance metrics of claim 34 furVher comprising intrusively 
measuring network traffic for the at lefest one connection. 

Claim 43. (New) The measurement infrastructure of claim 17 
further comprising a second metrics server Miat is configured to 
non- intrusively measure network traffic beingXtransf erred in and 
out of the intranet and to generate performance metrics based on 
the network traffic measured, and \ 
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the^ first metrics server distributes performance metrics 

generated^ by the first metrics server to the second metrics 
server and 

the second metrics server distributes performance metrics 

generated by \the second metrics server to the first metrics 
server . 
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